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Working with EZ Pro
Opening and Closing EZ Pro Client

Opening and Closing EZPro Client

A few different ways are available to launch the application:

Windows

¢ From desktopEZ Prahortcut icon.
¢ From Start MenuStart¢> Programs;>ioEZ¢>EZ Pro
¢ Directly from the installed folder:

e Forx86defaultis C:\ Program Files(x86) \ioEZ \ EZ Pro \ Client \ <VERSION>
\ EZ Pro Launcher.exe

¢ Forx64default isC:\ Program Files \ioEZ \ EZ Pro \ Client \ <VERSIONX EZ Pro Launcher.exe
Linux

e UsingEZ Prahortcut icon.

¢ Directly from the installed folderopt/<%NAMESPACE.MINOR%/<%NAMESPACE.ADDITIONAL%>/
Client/<VERSION>/ EZ Pro

MAC

e UsingEZ Praghortcut icon located i\pplicationsor Launchpad
¢ Directly from theinstalled folder’/Applications/ EZ Pro /Contents/MacOS/ EZ Pro

To closeEZ PrcClient:

¢ Click on the "X" button lo¢ed in the top right corner
¢ Go toMain Menug¢> Exit(or pressALT+F4
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Opening and Closing EZPro Client

It is possible to set upZ PrcClientto launch at startup (Windows/Linux only). To proceed:

1. OpenMain Menu andgo toLocalSettings
2. SelectRun Application when PC boots(gpeMiscsection).
3. ClickOKwhendone orCanceto discarcchanges.

O IMPORTANIN order to displayideoand graphics properlyt isimportant to have most currentideo
driversinstalled.If videodriversare not installed,the warningwill be displayed.

Finally,EZ PrcClient can detect PC configuration automatically. If CPU and/or graphic adapter are
insufficient to render all graphics, the configuration mode will be activated.

This mode estricts the following functionality:

¢ Only one video can be viewed in the same time
¢ No notifications in Client (segotificationg

* All animations are turned off.
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Conne ctingto EZPro via Web -Client

Opening and Closing EZPro Client

Web Client allows users to do the following:

e view Live streams from Cameras

® search through archive
e change resolution to save bandwidth

To open Web Client:

1. OpenServer's Web Interfacendlogin using user name and password (or claurddentials).
2. Goto the Web Clientab.

See alsoConnecting td&EZ Pravia Mobile Cliert

Connecting to EZ Pro via Mobile Client
Mobile Client allows users to do the following:

e view Lve streams from Cameras

® search through archive
e change resolution to save bandwidth.

Mobile client is available for Android and iOS platforms.
There are 2 different mobile clients available:

* New Mobile clients. Provide much better user experience andgeoéd interface. Allows connecting
to versions 2.5 and higher. Requires iOS 8.1+ and Android 4.1+.

¢ Old Mobile clients. Allow connecting to any versioredf ProRemains available for better compatibility.

Connecting to System and Working Offline

In order to gain access tGamerasUser must be connected ®ystem System may consist of one or more
Servers

WhenEZ PrcClient is launched for the first time, it displays the list of available Systems on the welcome
page:
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Connecting to System and Working Offline

Test Server Norman

Owner: Morman Graafsma

VR Demo for ISC West

Connect to Another Server...

EZ Prautomatically detects and displays the Systémiecal networksAlsoit displays Systems that have
beenrecently accessed. Those SystarescalledLocaland canbe accessed by username and password.

EZ PrcClient can connect to Systems that kadifferent version. If System is incompatible with Client,
then its version is displayed in yellow. Seatinchind=Z Pran Compatibility Modeé for details.

Finally,if Userislogged intoEZCloud Accounfsee"Connecting as Cloud U&grit displaysCloud Systems
aswell. Nologincredentialsis needed irthiscase.

Systems that are unavailable at the moment, are marked grey and can be deleted.
To search the spific System, use the search bar. To scroll Systems, use navigation arrows.

If System is not displayed in the welcome screen, it is possible to connect to a specific Server using its IP
address. SeeConnecting to Specific Ser".

(1) IMPORTANICompatible hardware supporafe Mode BootingThe hardware boots uip Safe
Modeif something has happened during a previous boot. In this itas@ossible to connect to Server,
but it is not allowedto performany configurations

If User is not connected t8ystem he can use Client as Media Player ($&aying Back Local File€ir
Prd") and Screen Recorder (se&cteen Recording (Wiows Only)).

EZ Pro User Manual
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Connecting to System and Working Offline

Connecting as Cloud User

Toconnect toEZCloud, click the cloud icon at thep. Cloud connection dialogill open up. It

allowsto:

® CreateEZCloud account. This will open up Cloud Portal and redirect ugbetmegistration form
e Connect toEZCloud using cloud username (Email address) and password
¢ Restore password.
Once connected, User will be able to see and access all Cloud Systems that are bound to this Cloud

Account (seeConnecting System to Cloud AccdiinAlso the cloud icon at the top will open up Cloud
Menu that can redirect user to Cloud Portal.

To disconnect from cloud account, click the cloud icon at the top and chamgeut fromEZCloud

Note that each CloudyStem is still accessible in a standard way (username and password).

Connecting to Specific Server

To connect to specific Server, opelain Menuand chooseéConnect to (Another) Server...

The connection dialog is displayedfaows:

* |_ast used connection *

127.0.0.1

admin

---..I-I-I-.|

[0 auto-Login

Cancel

EZ Prgrovides a powerful mechanism that can awudiscoverServersn local network The easiest way to
is to use one of the autdiscoveredServers

To use predefined connections, click on themdown list. By defaultLast Used Connections
recommended:

EZPro User Manual
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Connecting to System and Working Offline

* Last used connection *

* Last used connection *

admin in BORI

live in bets

Cancel

& Note: the computerServerisinstalledon may have several network interfaces. In this case, a random
oneis displayedon the AuteDiscovered Servelist.

Note thatServerswith different versions are disceved automatically as well. However, they will be
displayed in red. It is possible to connect to them in a compatibility mode [saethind=Z Prdn
Compatibility Modé&).

System nameés displagd in before the Server's IP address. In case of feelftier environment several
servers with the sam8ystem Name&an be discovered. In this case it is possible to coroemty Server
See Understanding MultServer Arctiecture and Basi¢dor details.

Connection details can also be entered manually. The following values are required:

¢ Host¢ IP Address or name of the computer Server is installedooait{ost or127.0.0.1  for Alkin-
One installation).

e Port¢ IP Port 6r access to Serverqol by default).

¢ LoginandPasswordo connect to Server. If connecting for the first timadrin " should be used as a
login name. Use the same password that was set up during the initial installation.

EZPro User Manual
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To check connectivity to Server, prdssst The following may cause connection errors:

Connecting to System and Working Offline

e Server is not available:
® specified IP Address is incorrect or inaccessible
¢ specified port is incorrect
e Server is stopped

¢ |login and/or password are inceect

e Server and Client are incompatible with each other (different versions). In this case the compatibility
mode will be suggested (sekdunchind=Z Pran Compatibility Mod®8).

e Server and Client are incompatible with baather (different customizations).

To save login details, select tAaito-Loginoption on the bottom. When Client is launched again, it will
connect to the Server automatically through the gstablished login and password combination.

To save and resterconnection details:

e |f current connection details are used, pr&&sveand create a connection name to store, which will
appear in the droglown list next time a user logs in.
¢ To delete details of a stored connection, select it from the ellop/n listand presDelete
e |f the last connection was not properly saved, the software will use its connection data from the next
launch (*Last Used Connectidgh
& Note: passwordsrenot storedin saved connectiodetails unlesshe Auto-Loginoption is enablel.
Tologout, go toMain Menu and chooséisconnect fronserver

If Clientis not connected t®erver a user can only accelsecal File® & $Byind Back Local Filesin
Pre€ 0 @

To connect to a different Server under a different user, open the login window and enter new Server
coordinates or login credentials. If canceled, the current user will still be connected to Server.

Launching EZ Pro in Compatibility Mode

It is necessarometimesto connect to Servewith different versions. Ayjoodexample would be whenEZ
Proisinstalledat multiple sites(home, work, etc.) and only one installatimupgraded. In this particular
case, Systemsill havedifferent versions and on€lientshould connect to another Systef@lientat
home connects to System at work). Systemditierent versionsare highlightedin red in logindialog and
in yellow inthe mainpage.

In this case, the following message will appear:

Youare about to connect to Server which has a different version.
Would you like to restart client in compatibility mode?

By clickingdK the application will restart in compatibility mode.

EZPro User Manual
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In some instances, it may be necessary to doad additional files for compatibility pack. In this
particular instance, the following message will be displayed:

Launching EZPro in Compatibility Mode

You are about to connect to Server which has a different version.
Client version X is required to conniecthis Server
Download version 22

Once download is completed, restart is suggested.

O IMPORTANTIf some of the components of the Mulierver System such as Serve€tenthave
different versionsinstalled,it may cause potentidssuesWhenClient isconnected to Server, all

compment versionsare checked. The warningill appearif the component versiondiffer from one
another.

It is recommended to have the same version installed on all system componentdp8eealingEZPro.

EZ Pro User Manual
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Introducing User Roles

Launching EZPro in Compatibility Mode

There are several predefined types of user roleE2nPro

e Owner (user with ‘admin " login). Unlimited control. This user cannot be deleted.
e Administrator. Full contol, except:
e ChangeOwner (admin)settings
e Delete or change own role
¢ Viewers(Live Viewer Viewer, Advanced VieweY. Limited control. A viewer cannot:
e Manage users (except for changing their own password).
® See servers and laconnected devices. Only thevces assigned by the administrator aisible.

¢ Changeredefinedlayouts (layout€anbe changed, but cannot b&aved); howeveiit is possible to
configure and savewn layouts based on available resources (assigla®itesandlocalfiles).

Additiond permissions can be assigned to users to be able to operate with available devices (assigned by
Administrator):

PERMANENT VIDEO WALL CAMSETTINGS ACTIONS ARCHIVE EXPORT LIVE

(PTZ, 2WAY)
Admin v v v v v Vv Vv
Administrator v \ \ \ \ \
Adv. Viewer ' \ \ v v
Viewer \ v v
Live Viewer v

View archive, perform search and forensic analysis

Perform export from archives

® Set up devices

Perform various actions on Cameras and devices (Control PTZ, trigger outputsyaysadio)
Create, modify and delet€ideo Walls

If none of these permissions are assigned, a user can only view live videos on avaitediesc

Additionally it is possible to creatéustom Rolesand then assign it to Users. Custom Roles can include
permissions for Cameras and Layouts. $&&e's Managemehfor details.

O IMPORTANTI any action or graphat elementdescribedin this documentis not available to aspecific
userlevel, the following will apply @dmin only). If the action describeth this documentis unavailable to
certain rolesjt will be indicatedn the correspondingopic.

UsuallyAdministrators create and configure layouts fafiewers. Viewerdog intoEZ Prand can only work
with assigned layouts and devices.
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EZ Pro User Interface Overview

Introducing User Roles

EZ PrdJser Interface (Ulincludes the following main controls:

e Scengmainview). Displaysrideoitemsfrom cameras or locdiles.

e TabNavigator(top Pane). It containsMain Menu, Tabsand thefollowing buttons:

® Screen Recording buttostarts/stops screen recording

¢ Cloud Connect ButtarThis button indicates the current cloud connection status and allows to
connectidisconnect to Cloud and open Cloud Portal.

e Help Button Invokes this help.
¢ Window Buttons(go/exit fullscreen, minimize, close window)
¢ Playback Panélocated on the bottonPane). Used for playing back local videos and live streams.

e Resource Trefleft Pane). Contains all servers, devices, local files, users and layouts available to the
current user

¢ Notifications(right Pane). Contains notifications about system events.

Sceneepresents space for viddeemscan be placed orEZ Prallows viewing streamfsom
Camerasas well ag.ocal Video Files

Items are placed oBceneand can be saved asayouts

If severallabsare opened, then eaclhiabcontains its owrLayout with Items.
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EZ Pro User Interface  Overview

Main Menu
Main Menuallows users to gain access to vari@ssPrdeatures quickly and intuitivelyviain Menu
can be opened by clicking on the logo at the upper left corner and contairfsltbeing items:

e Connect to (Another) Serveallows connecting/disconnecting to/from Server (s€&ohnecting to
System and Working Offlifie

¢ Disconnect from Serverdrop connection to a currmg Server and go offline

* New.
e Tabg creates an empty tab in Tab Navigator (s&abys)

¢ Windowc¢ opens a new window dEZ Prdsee Working with MultipleEZ PrdVindows")

e Userg creates a ne user (seeUser and Roles Managemént

¢ Video Walk create new Video Wall (se®/ldeo Wall Managemelit
¢ \Web Page; open a new web page on Scene (sesihgEZ Proas Web Browséy.

e Openg opens and plays badlocal Filegsee Playing Back Local FiledEid Prt):

¢ Fileqg opensLocal Video File

¢ Folderc opens allLocal Video Filei the selected folder and plays them baakigitaneously (max
24 files forx86 and max64 files forx64).

¢ Web Client, opens Web Client and connects to the current Server. Seariecting td=Z Praia
Web-Client'.

Start/Stop Screen reading (see 'Screen Recording (Windows OHf)y)

System Administratiog opens up systennelated settings (seeSystemWide Configurationy.

User and Roles Managent ¢ allows managing Users and its roles from a single dialog (s ‘and
Roles Management Forin

¢ [ ocal Settingg opens up clientelated settings (seeCustomizing Look and Feel BZ Prt).

¢ Audit Trailg invokes the form that provides information about storage statistics (ge®lyzing and
Anticipating Storage Usafe

Bookmark Searcthopens the list of Bookmarks (se8&arch using Bookmat¥s

Merge Systems allows merging muliserver systems (see ™).

About¢ opens information about the system (se€dllecting Additionahformation™).
Exit

EZPro User Manual
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EZ Pro User Interface  Overview

Showing and Hiding Side Panels

Side Panelare extremely useful, though may be hidden by a user if needed. The ">" buttons show/hide
Panelsas well atide PaneContext Meu item.

If an item is expanded to fullscreen (sé&xpanding Items to Fullscré@nallPanelsslide off the screen and
disappear.

To bringPanelback, click on ">".

Additionally, both left and right sliding menu paneén be pinned:
¢ |[f Pinned sidePanelsare always visible. If a panel is hidden manually, it will not reappear
automatically.

¢ |f Unpinned Panelis only visible when the cursor is on. As soon as a user clicks ¢fatte the
panel will disappeaPanelcan reappear if a user points or clicks on ">".

F11hides allPanels To undo, presBllagain or usé&sc

Tabs and Layouts

Tabsare used to make layout navigation easier. EBghhosts a separatkayout Tabs function very
similar to any Internet browey.

The following actions can be performed withbs

e Open a new tab:
® Tab Navigato2 @ontext Menug>New Tal(Ctrl+7)
e Main Menu¢>Newc¢>Tab
e "+" jcon on the right of layout tabs
¢ Close apecificTal Tal) Gontext Menug> ClosgCtrl+W)
e Keep oneTabopen¢ Ta) @ontext Menwc> Close All but This
* Change the tab ordeg switch position by dragging and dropping a tab in the @esarder.

O IMPORTANTA warning messagwill appeareverytime Tabis modified, suggesting to the user to save
changesSeedSavind_ayoutg @

EZ Pro User Manual
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If too manyTabsare opened at the same time, rstling arrows will appear:

EZ Pro User Interface  Overview

ayout 13 X Mew kyout 14 X  test X Main Entrance X | Rear Side® X « » +‘r

These arrows can be used to sciibsleft and right.

To navigate to a specifiabor open a saved layout, use the following button located on the right (next to
II+II :

RearSide® %) st » = ~
Main Entrance

Street View
Thumbnail Search for DWC-MPA20M

Initially, no Layoutsare configuredin the system. A emptydefault Tabisa K 2 gNéw Laydut € 0 Wserl T
tries to configurd_ayoutin this Tah asteriskwill automatically be added to theaption (indicating &ayout
change). Théayoutwill remainlocal.

O IMPORTANTSOmetimesAlarm Layoutmay pop ugdf configured.See"Showing Cameras on Alarm
Layout for details.

The layout information is automatically passed3erveronceLayoutA & & | @SaRng bdy&is. If &
Layoutis saved successfully, it will be displayeB#@source Treander the currentUser.

~

When closing allayouts the default blankrabwill still appear. If the curreritayoutA & &+ &R | & &
Layout ¢ = G K®btoZ DlYQSR ySEG { Newhajourd Aét I daiSR YNBiyAOn SR &ad

Any saved.ayoutsthat were previously opened, will appear automatically ohlserlogs in.

& Note: If Alarm Monitorings configured, Alarm Layoutill show upwhenthe correspondingven
occurs.See"Showing Cameras on Alarm Layofotr details.

See Layout Managemelfitand specificallySetting up Layoutsections for more details.

Context Me nu

Context Menudisplays all available actions as they relate to the selected elerGamtext Menuwill
appear by rightlicking on the desired element (or on empty space).

EZPro User Manual
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EZ Pro User Interface  Overview

Items on Layouts and Scene

Video Itemrepresentsvideo recorded by a camera that can be played back wiirPro

ltemsdisplayed orSceneoffer total video manipulation, a variety of features, streaming data and other
related information.

Local videos are displayed as follows:

A 18-1Q032S_2014_Nov_20_20_50... ~

O0EED ® X

—

2014-11-20 22:51:03

The file name is disgyed in the upper left corner dfocal Video ltem

Thefollowing buttons aredisplayedn the upper right corner ofocalVideo Item:

¢ ImageEnhancement

¢ Greate Zoom WindowseeZoomWindows

¢ Takescreenshot fron thétem (seeTakingScreenshofs

¢ Rotation(see"Rotate")

¢ Information: dsplays additional informatioabout the current strearsee below)

¢ Close(removesthe item from the currentayout).

EZ Pro User Manual

14



o

Streams from cameras are displayed as follows:

y
o

EZ Pro User Interface  Overview

D@OQEDQX

1280x720
28.57fps
3.24Mbps
HZ264
Hi-Res

The following information is displayed in the upper left corner of the camera item:

e DeviceName

® CurrentRecording ModgDevice may be recording differently depending on its schedule):
. ® ¢ Recording Alwaysggreencircle)
. ® ¢ Motion Recording(redcircle)

. @ ¢ LowResolution- always High Resolution only while inmotion (red circle crossedreen)
* Not Recordinggrey circle).
Formore information on recording settings, seg€tting up Recording Schedule

EZPro User Manual
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EZPro User Interface  Overview
The following buttons are displayed in the upper right cornebe¥icein addition to those displayed for
local video:

. ¢ appliesde-warping(is displayedf thisis afish-eye lenscamera); see"Dewarping FiskEye
Camera$s

. ¢ PTZif camera supportsy see"Settihg up PTZ on PTZ akishEyeCameras

. ¢ Smart Search see"Performing Smart MotioBearch.

Thefollowing information canbe usefulduring camera setup tbelp adjust to the desiredFPS and bitrate.
It may also baiseiul for monitoring locafiles.

Toviewitem information, clickon @ locatedin the top right corner of thétem. Toview information on
multiple itemsat atime, selectitems (see"Selecting IltemY, openContext Menuand chooseshowinfo
(Alt+i).

The following data will appear on the bottom:

1280x720
27.14fps

3.46Mbps
H264
Hi-Res

¢ CurrentResolutionof the stream

e CurrentFPSf the stream

¢ CurrentBitrate

® Current streanCodeqH264or MJPEG

¢ CurrentResolution(if DualStreamingis enabled for the camerafi-Resor LoRes

e CurrentTimeof video playback oclVEf viewing live from a camera
Additionally, the following messages may appear for camera items:

* NO SIGNAt camera is offline. It is possible to diagnose Device irctigs (seeDiagnosing Offline
Devices).

¢ NO DATA; no recording was performed. No data available.
¢ Loading..¢ awaiting data from Server
¢ Unauthorizedg incorrect/missing login or password

On the righthand side the following information and controls are displayed:

e Current playback mode:
* LIVE; if watching a camera in live mode

¢ Date/Timeg if watching archive or local file.

° H ¢ 2-way audio button. Displayeiflwatching anAxisdevicewith firmware 5.xor higher.See"Using2-
WayAudid'.

EZ Pro User Manual
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EZ Pro User Interface  Overview

Working with Resource Tree and Renaming Resources

Resource Treés a convenient tool to display, search and managelablai resources within the
application. The format dResource Treedepends on the current user's permission level.

It is displayed on the lefanel It can be resized by dragging the right edge to the left or right.

Depending on a user level (seéntroducing User Rol&sit may contain different elements. For
Administrators, Resource Tres displayed as follows:

. ¢ Servergadmin only); alist of servers registereth the system. Server |IP dibssesarealso
displayed(if the corresponding settingsenabled).

& Note: Servercanhave several network interfaces, different IP addresses may lsplayed.
Serversanhave additionaktatuses

. ¢ IndicatesServer theclientisconnectedto.
e “x ¢ Serveris offlinefor variousreasons.

. ¢ Serverisincompatible. This means the systésmot fully updated and updatés
recommendedSee"UpgradingeZ Prb

e =@ ¢ UnauthorizedServer. This means the password for user "adr®ntt coincidewith other
servers so thiserveris not able connect to thisystem.

e “and® ¢ Camerasandl/O Modules (Devices) Displayed undeBerversladmin only andLayouts
If Deviceappears on more than one saved layout, the dewdébe listed multiple timesin Resource
Tree

Devices can have additiorsthtuses

e % or “x ¢ Deviceis offlinefor various reasongsee"Diagnosindffline Devices).

e 4 or +a¢unauthorized Devicésee"Confguring Device'swthenticatior!).

The following indicators are displayed on the left:
® ¢ Deviceis inrecordingmode
© ¢ Recordings setup for Device, but not recording tite moment.

AdditionallyDevices$IP addresses are displayed (if the setting is erhldee below).

If Deviceis experiencing network issues over the past minutéis'displayed on the right. See
"Device Disconnection/Malfunctidrior details.

When hovering ove€amerawith a mouse cursor, a thumbnail oframe taken from theCamerawill
appear.

o ¢ Recordergadminonly). Displayed undeBerversand contain several channdglepresentedas
Camerad.

EZPro User Manual
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o ¢Video Walls (admin only). See "Video Wall Management" for details.

¢ Layouts Contains resource@evicesand locafiles). Owned by users andisplayedunder each
user. Locked layoutsre displayedike this: =-(see "Locking Layouts").

¢ Web PagessSee "Locking Layouts".

¢ Users(Administrator canview several userén Resourcelreg).

¢ Other Systems;, Serverdn local network thatbelongto different systemsSee"Configuring
Multi-Serer EnvironmentAdminOnlyY.

¢ LocalFiles.Contains thdollowing:

Local Video files
Exported Video Fileé & E&orting 0

Exported MultiVideo Filesand their contentsCamerasor Local File® & E&orting the Layout in
Multi-Video Formédt

Screen Recordings a $&een Recordiggy

* Images
Screenshot® a J&kinagia Screenshiot) ®

Itemsthat are currently placed o8ceneare highlighted in bold iResource TreeA selected (focused)
LGSY Al KIFa (SefédandlLaygutshidionsh y 0 2 G K

To enable/disable displaying IP addresseRésource Tree

1. OpenMain Menu and go toLocalSettings
2. Select/clear thdlagin Show IRn Treeoption (Look and Feskection).

Viewers Resource Treeontains onlyLayouts DevicesandLocal Files
If Clientis not connected t&Gerver onlyLocalFilesand Other Systemare visible.

The following actions can be performedResource Tree

® Expanding/collapsing tree node (+/on keypad)

Scrolling(if the tree contains multiple elements)

Multi -Selection Shiftto select multiple items and hol@rl to select/deselect items individually.

Drag and drop An efficient way to organize and configure resources in the tree. The following
chapters will further explain the drag and drop capabilities.

e Search

Almost any resorce (exceptocal Filescan be renamed bfdministratorin Resource Tre€To rename a
resource, simply select it and:

¢ Left-Clickon it again (like Windows Explorer).

EZ Pro User Manual
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EZ Pro User Interface  Overview

¢ RightClickfor Context Menuand chooseRenameor press=2).
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EZ Pro User Interface  Overview

Search

EZ Prgrovides fast, powerful and flexible search engine that enables users to quickly locate the desired
items on demand. To perform search, click on 8®sarctab inResource Tremext to Resources

O IMPORTANTSearch resultwiill appear on Scenenmediately.If the search comelsackwith a high
number of foundtems,only the first24will be displayedfor x86 architectue and64results- for x64
architecture. Search resultse automatically added to the currergcene.

Type any three consecutive characters from a resonsree, MACor IPinto the box to activate search.
Search results are displayed as follows:

To refinesearch, use the following tips:

e Specify the resource typény TypeVideo Filesmage Filesr Live Cameras
e Use special symbols to combine several search criteria:
edbcdiz RR I ySg ONIGSNAE donéalikiSt ta Segdxitkinibig yO EI fYILI TSAD
out€ 2oNd GAYy FAES RSEAONRLIIAZY D
edéci2 | @2AR FTAESa 02yl Ay duy BhdnOES NIA tATy  LOdkEl NI A0y SINERED
O2 y il dunyAZy D daiv € Y2 «
For instance, search stririgs4 + 00 -" shows thefollowing results:
e Cameas, recorders and local files that contado -" or "254" ,
e Cameras and recorders that contain “0th their MAC Addresses,

e Cameras and recorders that contain "254" in their IP Addresses.

All results will disappear from the scene once all characterseameved from the search box.

& Note: Itis not possible to rename resourcasthe Searchab.

EZ Pro User Manual
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EZ Pro User Interface  Overview

Playback Panel

EZ Prgrovides powerful and intuitive playback system. It includes seamless transition from live ieedrch
footage, smooth archive playback, extensive search capabilities, local files playback, etc. All playback
operations can be performed within tHelayback Panel

’ Thumbnails
Speed Slider | I Volume Control

|
N Rt

04 April 2017 05 April 2017

05 LIVE | SYNC
DS-2CD2132-1 [ =4

Playback Buttons Pan-Temporal Time Line Additional Buttons
The following elements are displayed:

e Playback Buttong, used for playindpackselecteditem(s)
e Speed Slideg controls the playbackpeedof selecteditem(s)
e PanTemporal Time Linerepresents the archived data for selectiem(s)

¢ VVolume Controt used to adjust volumeof the selectedtem
* Additional Buttons

¢ LIVE; switches selected camera(s) to a live playback mode or indicates that they are playing live.
See Navigating through Archive and Live

e SYNC performs time synchronizationf@ll cameras displayed @cene See Navigating through
Several Cameras Synchronotsly

. .E. ¢ Openscalendar tohelp navigate through archivésee"UsingCalendhr")

° nc BookmarksSee"UsingBookmarks.

Time Linecan be expanded by dragging upper edge and will show small previewsdaliethnailsif
expanded. SeeUsing Thumbnails for Better Navigat".
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Full Screen and Window Mode

EZ Prasrecommended to beperatedin full screen.Totogglefull screen or bring th@pplication to a
windowmode:

Fullscreen button on top

Doubleclick on Tab Navigator
Alt + Ente
F11(all side panels will be hidden).

Moreover it is possible to expand a single item on fullscreen. Bgeahding Items to Fullscréen

Getting Context Help

EZ Prgrovidesintuitive contexthelp system on each interfelement.To

invokehelp:

1. Press "?" button offabNavigator.
2. Left-Clickon thedesiredinterfaceelements.

Context Helpcontains links to other topics that can be useful as well.

EZ Pro User Manual
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Customizing Look and Feel of EZ Pro

EZ Pro User Interface  Overview

EZ Prgrovides a number of ways to customize user interface. To start, Mz@én Meny choose
Local Settinggthen switch toLook and Feel

The following settings can be changed:

® [ anguage; interface localization

¢ Time mode; display time when viewing recorded footadeefver Timer Local Timg It affects
Timeline and timestamps in Event Logs, Audit Trail and Bookmarks

e Show additional info in treedisplay IP device and recorder addresseRésource Tree
e Tour cycle time between cycling items in Tour Mode (sdalrs)

¢ Background ImageClickBrowse..to select a graphic file and sktode (Stretch Fitor Crop and
Intensity(transparency).

Clck OKwhen done oiCanceto discard changes. If the changes require restart, the corresponding
warning will be displayed.

EZPro User Manual
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Run EZ Pro when computer boots up

It is possible to automatically laun&x Pw if a computer boots up. To do so, opkfain Menu choose
Local SettingfGenerakab), and set the "Run Application when PC Boots".

Customizing  Look and Feel of EZ Pro

EZ Pro Quick Start

This section provides recommendations on system settinggeZaPrdo be configured properly. Once
the system is installed, it is necessary to perform a few steps to get it ready to work.

First, new System will be displayed as follows:

New Server

Setup New System
or

Add to BExisting System

¢ Setup New Systemspecify System Name, owner password. The following advanced settings are
available:
¢ Devicesetting optimization (seePreventingeZ Prdrom Changing Camera Streaming Settings
(Admin Only))

¢ Deviceauto discovery (seeAutomatic Device Discovely

¢ Sending usage statistics and crash reports.
¢ Add to Existing Systeqif System contains multipl8ervergsee ‘Configuring MultiServer
Environment). Specify:

e SystemURL (it can be autdiscovered). If not, URL looks likiep://<host>:<port> where <host> is
the name or IP address of Server and <port> is the Server port gug0all)

® Login and Password for this system.

EZ Pro User Manual

24



o

LT AG A& | ySg {2adSYz | AdzZFFAOASY(H ydastasyl 2F [ A0S
and ActivatindeZ Prdicenses (Admin Onk)0 &

EZ Pro Quick Start

No matter is it a new System or Server is connected to an existiagthe following additional settings
will be required:
e{ (2N 3S 2y SI OK { SNJI SCohfigukird @drner SmrdeAS20yd A 3dzZNBER 0
el ff 5SPA0Sa &K2dzZ RCamefas, Ed@dedSaNd 18 MadSlés Mdrapedant® S { B Y S
gAGK wSO02 NRA Bating uf Reiokdin@ Scheduse SA8mimdGniy) ®

Once compleed, it becomes possible to create multiglisers configureLayoutsfor them and more.
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Connecting System to Cloud Account

EZ Pro Quick Start

EZCloud allows users to have access to all their Systems from a gilagke. Once connected ©ZCloud,
user gains access to all Systems that are connected to Cloud Account. Learn n@wariacting to System
and Working Offliné

The following operations are gsible:
e Connect to any System without entering login credentials
e |nvite Users to Cloud Account
® Share Systems with Users and granting custom privileges.

To connect System to Cloud Account, oggisteraWide Configurationand go to theUsergab.

e Create Accourt opens up Cloud Portal and redirects to registration form

e Connect System to Cloud Accoutopens up the authentication form. Enter Cloud Account login and
password to bind System to Cloud account.

Once connectedSystem will be displayed in Cloud Portal and will be accessible without credentials.
Sharing can be done within the cloud portal.

Note that each Cloud System is still accessible in a standard way (username and password).

Todisconrect System from Clouéiccount,openSystemWide Configurationand go to theUsergab,
then clickDisconnect System from Cloud Accoildute that all users, Systeimishared withwill losetheir
access.

Obtaining and Activating EZ Pro License s

EZzPr@ad f AOSyasS LIt A Daviceteduire§LadnseFhe applicdtitin §ad noddevidkcount
restrictions.

TheLicenseallows viewing and recording of a sin@levice Camerasan be viewed live withouticenses
allowing for an unlimited nmber of Camerago be connected and viewed live at no chart§€. Module
requires the specifiticense

& Note: If recordings enabledfor Device Licenses consideredusedevenif recordingis not performed
(oiconin Tree). Recordings requiredto capture Motion Detectionand Input Detectioneventson Device

For instance, théollowing screenshot illustrates the situation that Cameeasoffline and not reording.
However recordings enabledon four Cameras (markdaly © ):
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Obtaining and Activating EZPro Licenses

£ Servers
=% Server BORIS-US
(ol
© 5245PMIR-SA

T 1014 17216
f.:-:" Ca

T DWC-PB6MAT

T https:/www.deskcamera.com/DesktopCamera

T2 https:/www.deskcamera.com/DesktopCamera
T7 IntercomDoorBirdOneDoorBird_D205

In this case 4 Licenses are being used.

See alsoSetting up Recording Schedule

Additionallythere areVideo Wall Licensegachone allowscontrollingvideowall from asinglecomputer
(onesessionpr extendVideoWall on 2 displays. For instanddicenses allowiser to displayideo Wall
on 8monitorsandcontrol it from 4 clientsconcurrently.

EZ Pra@omes withfour Trid Licensesutomatically (do not allowideo Wallfeature).Trial Licenseare
active 30 days only.

© IMPORTANTIN Multi Server System Licenseeactivated on a certaierver(the oneClient is
currently connectedo - = icon). If thisserveris offling, thoselicenseswill be invalidateduntil the
serveris backonline. If licensesare activated ondifferent servers, thewill be combinedf those
serversaremerged into asinglesystem.

To activateTrial Licenses

1. OpenMain Menu ¢> System Administratio@CTRL+ALT}A
2. Goto Licensegab.
3. ClickActivateTrialLicense

If Trial Licensés about to expire, the corresponding warning will appear.
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Obtaining and Activating EZPro Licenses

EZ
To get additionaLicensescontact the locaEZ Praeseller (orioEZcustomer service at <%
COMPANY.LICENSE.ADDRESS%>).

To activateLicense Kegver the Internet:

1. Note Serverthe clientis connectedto (LicenseKeywill be boundto it). Seethe iconin Resource
Tree Ifit isnecessary to activateicense Kepn adifferent Server disconnect and connect to a
desiredone.

2. Selectthe Licensesab in SystemAdministration
3. Automatic activation via Internehust beselected.
4. EnterLicens&eyand clickActivateLicense

EZ Pro User Manual
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If EZ Pras not connected to the Internet, thelicensescanbe activatedoffline. To

Obtaining and Activating EZPro Licenses

activate License (trial or commerciafifline:

1. Goto Licensegab in SystemAdministration
2. ClickManualActivation

Mew License

Manual Activation

{ey and the Hardware ID provided to
ve'll send you an Activation Key which should be filled in the

1234-5678-9012-3456

Hardware ID: 38ff208aec4b4dbad405c34fcf2d7 efd

Activation Key: agaeslgnal'v nafhioanfgn

alvoihaoivlwknvoozawhpfaw\if=awo=oagwaw-
lawcklakvkarmvmz;scp'jzpojvg Deiv=saeigkedml;m[ks-0eifgsd 3sme
gmisghks

kgl4se

Activation Key File: ... Browse...

Activate License

3. CopyHardwarelD andemailto <%COMPANY.URL%>
¢ Licens&Key pasteLicense keyeceivedfrom reseller.
¢ Hardware ID pasteHardwarelD here.

An activation key will be provided upon request.
4. As soon as the activati keyis received proceedwith one of thefollowing:

e Pasteit into the Activation Keyield and clickActivateLicense

e Savdt as atext file (i.e.key.txt ), move to the target computer, browse thide and clickOK
It isalso possible taleleteanexpiredor invalidLicense KeyTodo so:

1. Goto Licensesab in SystemAdministration
2. Selectthe desired licenseéshould be marketh red) and cliclRemovegor pressDEL.
Finally,it is possible to export thdist of licensedn afile. It may be necessy, for instanceif re-

activationis neededTodo so, click ofexportandselectthe targetfile. Currently, CS\VandHTMLformats
are supported.

& Note: database backup contains information abdicensesso they may be backed up and restored as
well. See"Backing up and Restorifity Prdatabaseé for details.
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System -Wide Configurations

Obtaining and Activating EZPro Licenses

All system related settingare combinedin the singledialog. That makes system administration much more
simple. Thisdialogcanbe openedby clickingon Main Menu ¢>SystemAdministration(CTRL+ALT}A

The dialog contains the following sections (tabs):

® General
e Alarm/Event Rules invokes the dialogvhen Event/Actions can be configured

Event Log opens up the list of events that occurredi¢wing Events Ldg

Device List opens up the list of devices indtsystem

Audit Trailg opens up the list of users' actions. Can be enabled and disabled

Health Monitoringc opens Layout and shows health information for all servers.

¢ Bookmarks; invokes Bookmark Search (the list of all Bookmarks)

e Other system settings ability to Disable Automatic Discoveand PreventingeZ Prdrom Changing
Camera Streaming Settingte.

e Backing up and Restorifty Prdatabase

Licensesg see 'Obtaining and ActivatingZ Prd.icense’s

E-Mail ¢ ability to ConfigureMail Server for BMail Notifications

Updatesc see"UpgradingeZPrg'

e User andRolesManagemenform

Routing Management

Time Synchronization
EZCloud
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E System -Wide Configurations

Obtaining and Configuring Serveros Addi
Settings (Admin Only)

In addition to the basi&erversettings that are setup initial configuration, Administrators can also do the
following:

e Server Status ChecRifg. If Server is not responding for some reason this can help to check
availability of the computer Server is hosted on
* Rename

¢ Failover Setp (see Configuring Failovéy

e Storage Configuration

To configureServerparameters, open the desireBerverin Resource Treeghen openContext Menuand
chooseSeaver Settings

The following Server parameters can be checked and configured:

¢ Nameg can be changed here or Resource Tree

IP Addressg cannot be changed. DisplayedResource Treas wellif the corresponding setting is
enabled (seeWorking with Resource Tree and Renaming Resotrces

Port¢ can be changed fromveb-client

Pingg check availability of the comput&erveris hostel on

Failover(see 'Configuring Failovéy

Storage Managemeng see 'Configuring Server Storage/NAS

Backup (Redundancyg)see 'Configuring Redundant Storagedfige Backufd)

Rebuild Archive Indexrestore recorded footage if moved. Sdeé'storing Broken ArchiVe

Storage Analyticg see 'Analyzing and Anticipating Storage Usage
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Obtaining and Configuring S e r v e Addlifonal Settings
(Admin Only)

Configuring Server Storage/NAS

EZ Proprovides an easy and flexible storage management policy. Backer can use an unlimited
number of local and networktorage paths. If more than one storage location is used khedia Server

will automatically balance the space consumption. The more free space the storage has, the higher the
usage intensity will be.

Storageis considered to be a separate hard disk partition. If a partition has morelid@isbof free
space EZ Praises it automscally.

Additionally it is possible to add network storage locations (NAS).

To configureServer Storage

1. Open theServerSettings
2. Goto Storage Managemertab:

Storage Locations

Add External Storage.., Reindex Archive Reindex Backup

Backup Archive

re is no backup yet Backup Settings.

Start Backup Now

As displayed above, the computer has 3 partitions and osksdD and E are used for storage because
disk C has less than 100 Gb of free space. Disk D is configiBadkap Storagésee 'Configuring
Redundant Storage (Storage Backyup)

3. ToselectStorage to be used click thewitch
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Obtaining and Configuring S e r v e Addlifonal Settings

EZ
(Admin Only)

4. ToaddNAS/ExternalStorage clickAddandenter the storage pathJRI), Loginand Passworgfor
instance:
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Obtaining and Configuring S e r v e Addlifonal Settings
(Admin Only)

\\ STORAGEPCQC test \ Storag e
O IMPORTANTMakesure NASs available and accessible through network from ttamputer
Serveris installed on.

5. ClickOK At this point, alStoragewill be checked fovalidityand confirmability to write to that
storage location. If the drive hassufficient space, a warningill appear.

Due todifferent bitrate streams from Cameras may occuifferent amount of spacén StorageEZ Pro
uses special algorithm keepthe same amount of time stored falifferent Cameras. However a usean
setminimum or maximum amount of data thatanbe stored forspecificcamera(s)See" Configuring
Maximum and Minimum Recording Time @ameré.

Toconfigure redundant storageee"Configuring Redundant@age (Storage Backup)

Toview detailedstorage statisticsee"Analyzing and Predicting Storadeagé.

TheStoragestructure on the partition is as followsdrive>/ EZ Pro
Media/$Resolution/$SMAC/$SYYYY/$MM/$DD/$HH
® $Resolution
® hi_quality ¢ full resolution streams
® lo_quality ¢ low resolution streams
e $MAC; MACaddress of the recorded device
® $YYYY ¢ Recorded Year
¢ $MM ¢ Recorded Month
¢ $DD¢ Day
® $HHC Hour
O IMPORTANTL0-30 GBof free spaces always preserved oBtorage For NAS storages this amount vary
between50and 100Gb(dependingon the storagesize).If only onesystem patrtition fhere OSis installed)
is present, thenEZ Pravill use this partition for recording. If any other dislkadded and arxtended

partition is created, then the system partitiowill be disabledfor recording andZ Prawill record data to
the extendedpartition(s).

Configuring Redundant Storage (Storage Backup)

EZ Prgrovides the ability to make the storage redundant. That meawsnef the server the
recording is performed on, goes offline, the archive will still be available. This is especially useful in
multi-server environments.

The following scenarios are most commonly used:

e Servers record and back up the archive to a NA&€de

e Servers back up to each other.
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The following options are available:

Obtaining and Configuring S e r v e Additonal  Settings
(Admin Only)

¢ Backing up footage from specifiameras
e Backing up specific streams{ids or Lowres) if necessary

¢ Different backup modes.

To set up storage as a backup aiekUse as backup storagH at lease one storage is set for backup, the
additional settings will be available. To return storage in a regular modeUdielas main storage

O IMPORTANT is necessary to have #astone active mairstorage.
Servergecord and back up the archive to a NAS device.

To setup such scenario:

1. Makesure NASs available and accessible through network from the comp&erveris installed
on.

2. Add NAS to Servésee"Configuring Servestorage/NA").
3. ClickUse as backugtorage
4. Setup backup parameters (describdeslow).

5. Repeat the above steps on remainsgyvers.
Servers back up to each other.

To setup such scenario:
1. Makesure eaclserveris available and accessible througbktwork.

2. Create a saredfolder on eachServerand make sur&\serveh shareis accessible through the
network.

3. Goto Server Settingaind add all sharetbldersas NASlevices(see"Configuring Server Storage/
NAS).
4. ClickUse as backup storagm each onedded.

5. Setup backup parameters (describdeglow).
6. Repeat the above steps on a#irvers.

Therefore, each server will be backing up the footage to all other servers in the system. This will reduce
the overall amounbf stored footage but increase redundancy.

The backup options aractive if at least one storage is used as backup:
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Obtaining and Configuring S e r v e Additonal  Settings
(Admin Only)

Server Settings

On Demand

Global Settings
¥ 5245PMIR-SA

All Streams

e Backup Archive Fromselect Cameras to backup footage from. By default all devices are being backed
up.
e Backup Quality, select specific streams @r#is or Lowres) if bandwidth saving is necessary

Server Backup Settings provides several different backup modes:

¢ RealTimecg backup will be performed immediately: the footage will be written to the main and
backup immediately and simultaneously. If there is insufficient bandwidth to write to a network
location, user will see the corresponding warniRgevious data is not backed up in this case.

¢ By Schedule backupwill be performed orspecificdays ofweekand specifichours.Only previous
datais backed up in this cas@lote that the footagewill be backed up since the last time backup
finished(or since the verpeginningif thisisthe first time backup occurs). If theetwork bandwidthis
insufficient,the backup may not b&ully completedwithin the time framegiven.For instanceif
backupis performed once aveekfor 1 hour and tries tdackup footage fromLOOcamerasijt will be
able to backup only several hours. The date and time of the footagagbacked upwill be clearly
indicated on the bottom partArchive backup completantil...).

e On Demand; backup occurs only if User press@mrt Backup Novand continues until completion
(that means all previous data is backed up) or until it's camatc@&nly previous data is backed up in
this case.

When archive Backup is finished, the corresponding Event is triggeredA®béve Backup Finishéed

Analyzing and Anticipating Storage Usage

EZ Prgrovides a way to estinta and predict storage usage. This feature allows users to plan their systems
and store recorded data more accurately.

This data is displayquer Serverand broken down by individual camera.
Some common ways this information can be used:

* |dentify camera(sthat stream at extremely high bitrates
¢ Estimate amount of time that Server can store recording (Days and Hours)
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Obtaining and Configuring S e r v e Additonal  Settings
(Admin Only)

¢ Understand the storage space that each camera consumes

¢ Predict the amount of time that Server can store recording if Addrabytes.
To access Storage Statistics f@aver

1. Open theServerSettings
2. Click onStorageAnalytics

General | Storage Analytics

Refresh

Camera Calendar Day: Bitrate for the last recorded: Alldata *

wr 77-2105DN (192.168.0.57) 14 days 12.74 Mbps
14 d 14.07 Mbps
14 days

14 days 19 hours

3.17 Tb S 19.83 Mbps

3.80 Tb 14 days 18 hours 23.81 Mbps
Total 125 camera(s) 81.42 Tb 5 years 24 days 528.05 Mbps '
X Forecast for full storage(s) usage  Additional storage: 37.90 Tb Current usage Forecast

0Tb 100 Tb 1000 Thb

Open Web Page... 0K Cancel

Camera; Camera Name

Space; the amount of storage consumed by recordings from this Camera

Calendar Days the amount of recorded data thas available for this Camer&Z Praises special
algorithm tokeepthe same amount of time stored falifferent Cameras. However a useanset
minimum or maximum storage duratian days for individuatameras.See"ConfiguringMlaximum
and Minimum Recording Time fGamerd.

Bitrate for the Last Recordedhe average bitrate of the camera. It is possible to specify the amount of
time the average bitrate is callated for, by specifying it in the uppeight dropdown list (i.e last 5
minutes or last day).

Toanticipate the storage capacitlyis necessary to check theorecasfor full storage(s) usagbox and
selectthe amount of storage to be adddih the screeshot above37.9Gbis considered to be added).
The softwarewill display the amount of time Cameragill be recordedwith the added capacity (notice
Calendar DayandSpacé.

The data might have been changed since the form is opened. To update Refiekh.

Deleting Server

In some instances, it may be necessary to deBseserfrom the system.
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& Note: Servercanonly bedeletedwhenoffline.

Obtaining and Con figuring S e r v e Additonal Settings
(Admin Only)

To deleteServer locate it inResource TredRightClickfor Context Menuwand selecDelete

O IMPORTANTII devicesthat are hosted on thisspecific servewill be deletedaswell. Recorded data
will be keptin & S NIB®mdde a

Serverwill automatically discover dldlevicesand start operating once it is back online. The deleted
camera'’s archive will remain available. It will be required to perform all storage settings and configure all
discoveredevicesagain.
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Obtaining and Configuring S e r v e Additonal  Settings
(Admin Only)

Monitoring Servers
EZ Pre@nables users to perform health monitoring®érversn the realtime mode. To proceed, perform

one of the following:

e DragServerfrom Resource Tret® Scene

e Open Servés Context Menuand chooseMonitor (Monitor in a New Talbr Window).

The information is displayed as follows:

Server BORIS-US (172.16.1.139) (up 1 days, 8 hours) !

Uptime (the time since the server is started)
CPU Load

Memory UsageRAM

Hard disk partitions usag€(andD:in this case)

Network Irterfaces Usage

To enable/disable graphs check/uncheck them. If hover with a mouse cursor on a check, the
corresponding graph will be clearly visible, the reses will be faded.

Usercan perform standard manipulations wilonitoring Item: move, resize,vgap, duplicate etc (see
"Items on Layout$y.

To stop monitoring, remove the corresponding item fr&tene
Multiple Server scan be monitored simultaneously.

Additionally it is possible to monitor é&lerverson a singld_ayait. To do so opeMain Meny choose
System Administratio(CTRL+ALT}Ahen clickHealth Monitoring

Using Server's Web Interface

EZ Prgrovides simple and convenient way to control Servers remotely thr@egker's Web Irdgrface
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To access it from a browser enter the following addressz/<ip>:<port> , then login and password.

Obtaining and Configuring S e r v e Additonal  Settings
(Admin Only)

e <ip> ¢ IP address of Server (the current computer should be able to connect to this Server)
e <port> ¢ network port of Sever (default7001).

To access it frorRZ PrcClient:

1. Connecto adesiredServerviaClient
2. Rightclick onSystem invokeContext Menuand chooséOpenWeb Client

& Note: If System containsultiple Servers, Web Interfaosill control ServeClient isconnected to
(note the = icon in Resource Tree).

Web Interface provides the following features:

¢ Obtaining list of Servers in System and ability to connect to them (click corresponding links at the
bottom of the Settingspage)¢ Admin only

e Merging/Splitting Systems (se€8nfiguring MultiServer Environmefif ¢ Admin only

¢ Connecting/disconnecting System to/from Cloud (Ssmnecting Syste to Cloud Account Admin
only

e Changing ServerRort¢ Admin only

¢ Restarting ServeRgstartbutton on Settingg ¢ Admin only

¢ Ability to control the compatible hardware: reboot @mestore factory defaultg Admin only

e Gathering Server Informatiofinformationtab): version, Storage, health monitoring, server logs
e Web client

® Developer Resources (Server API and Device Integration SDK)

e A variety of useful links (Support, Mobile Apps). SedHbiptab.
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Configuring Multi - Server Environment (Admin Only)

Obtaining and Configuring S e r v e Additonal  Settings
(Admin Only )

EZ Pras a very scalable solution and it allows m&wyvergo work together in a singl8ystem

This section describes how to manage msdtiver environment to maintain maximugystem reliability
and performance:

Understanding MultServer Architecture and Basics

Joining and Splitting Servers

ConfigurindFailover

e Configuring Routingithin Multi-ServefEnvironment

e Configuring Time Synchronization within Mi8&rver Environment

Understanding Multi - Server Architecture and Basic S

EZ Pramplements the unique hive architecture that enables high redundancy and performance and
provides almost unlimited scalability. Servers can be located in a local network, behind NAT or even in
different locationsg they will act as a single clustallowing users to view cameras and control the whole
system from a single workstation.

If severalServersareworking together, they should somehow connect to each otiedo so servers
have the uniquedentifier ¢ System Namethat allows serveto group together. If Server discovers
another Servewith the identical System Namie a local network, they merges automatically. If System
namesare different, Servemwill display other onein ResourceTree under OtherSysters.

If Servers are in different subnets, it is necessary to specify other Server's IP to make them merge in
separate networks (behind NAT or over the Internet).

When Serveraremerged, theyare constantly synchronizing all dalteetweeneach other sat doesn't
matter whatserverClient isconnected to. If aideo isrequested from a remote Server, the odient is
connected towill be proxying thesideotraffic. Licensearecombined asvell: if 4 licenseswvere activated
onserverl and10¢ on ServeR, Systemwill havel4Licenses total after the servease merged.

Thus, the only thing Administrator should do to merge systems, is to assign the same system names to all
Servers. Opposite, to split Systems Administrator needs to assign different systera.name
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Configuring  Multi -Server Environment  (Admin Only)

Joining and Splitting Servers

There is several ways to join and split servers:

e JoinServer fronDifferent System to Currer®ne

e SplitServer toDifferentSysem

e Mergeall Servers to AnotheBystem

Join Server from Different System to Current -One

This action can be useful if there is a single Server in a different System in local network. To join such
server b the current system it is possible to USZ PrcClient orServer's Web Interface

Client:

1. Expand~ Other SystemsnderResource Treand locate thedesiredSystem
2. Expand thalesiredSystem andocate Server to connect to the curre8ystem.
3. OpenContext Menuand chooséMerge to Currently Connect&ystem...

4. Enter the admin passworaf the other System

Web Interface:

1. Login to web-interface of Server that should lm®nnected to the currenBystem
2. ChangeSystem Nam# the desiredvalue and clicSave

After some time thedesiredServemwill be joined.
If it is necessary to connect several Seniara different System to the currenbne, this method may not

be an opion. Also,this method won't workf the serverthat should bgoined, is outside local network.
Mergeall Servers to Another Systeshould be used for thespurposes.

Split Server to Different System

This action can be ufid if it is necessary to isolate Server from current System. This is pretty rare
operation.

& Note: If Licenses haveeen previously activated on this server, theyll be gone from the current
System.

To split Server to another System &erver's Web Interface

1. Login to webrinterface of Server that should plit off the currentSystem
2. ChangeSystemNameto any other value and clikave
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Configuring  Multi -Server Environment  (Admin Only)

Merge all Servers to Another System

This operation can baseful if there is System A that contains several Servers and all of them should be
joined to another System B. Also this method should be used to join remote server(s) to a current System.

O IMPORTANT is not possible to merge Cloud and n@toud sysms.
TomergeSystems:

1. LaunchEZ PrcClientand connect to any Server systemA.
2. Rightclick onSystem invokeContext Menuand chooséMlerge Systems

3. Enter ServelURL(anyserverof System B or remote Servefpfind Systensin local network use
drop-down menu. For Remote Server type:/<ip>:<port>

e <ip> ¢ IP address of Server (the current computer should be able to connect to this Server)
e <port> ¢ network port of Servefdefault7001).
4. EnterPasswordo System B (oo remote Server) and clidkindSystem
5. Selectthe new System Name (System A or System B).
e System A System Bvill be merged to System A
e System B, System Awill be merged to SystenB
6. ClickMerge with <SystemName>.
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Configuring  Multi -Server Environment  (Admin Only)

Configuring Failover

EZ Praan automatically manage failover in medtirver environment. If Server goes down, all devices
are transferred to other Servers and Client is being reconnected to other Servers as well. The archive
playback will emain seamless, however this may be a 30 seconds gap in recording during the transfer.

Failover should be configured on backup servers. For instance if System contains Server A and Server B it
should configure Server A to take over Devices from Served Bie@ versa.

© IMPORTANTTobe able to ddfailover, both servershould be able to accesvices.
ToconfigureFailover:

1. FindServer Bn Resource TrempenContext Menuand chooseserveSetings.

2. ClickEnableFailover

3. Enter the number oDeviceshe servercanhandle.

4. Click OK. Now 8erver Agoes down, allleviceswill be transferred to Serves.
5. TomakeServer Ahandle thedevicesrom Server B, make the same 8erverA.

@O IMPORTANTTobe ableto do failover, Servershouldbe ableto handledouble amount ofdevices.

It is possible to set upailover Priorities This means if some cameras are more important, it can be failed
over first. There are the following priorities:

Highg these @ameras will be failed over at first.

Medium and Low these cameras will be failed over only if there is a server to host them.

Never¢ these cameras won't be failed over.

[EEN

. ToconfigureFailover Prioritie$ind any Servein Resource TreepenContext Menuand choose
Server Settings

2. ClickFailover PriorityThelist of Servers and Cameradll be displayed.

3. SelectCameras and click a button on the bottomsetthe desiredPriority.
4. Repeat ths for all cameras that should ppeioritized.

5. ClickOKto applychanges.

EZ Pro User Manual

a4



o

Configuring  Multi -Server Environment  (Admin Only)

Configuring Routing within Multi - Server Environment

EZ Prgrovidesbuilt-in automatic routing mechanism thanablesusers toseamlesslyvork with the large
sitesas asinglecluster. However there may be custom network configurations that may require custom
routing settings. For inahce, Servers may have sevdRhddresse@ublicand Privatejandit may be
necessary t@llow or restrict trafficflow for some othem.

Initially EZ Prdries to discover all available IP addressesenfers (includingublic ones)Howeverit is
not possiblen some networkenvironments.

To setup routing opeMain Menu¢> System Admistration (CTRL+ALTJAnd go taRouting Management
tab.

On the left all Servers are displayed. If click on Server all available interfaces are displayed in the right
hand side.

e To add an address manually click "+" and BdR1like http://<ip>:<port>

® <ip> ¢ the desiredIP address of Servére. PubliclP)
e <port> ¢ network port Servers listeningon (default7001).

¢ To allow/deny traffic to go through the specific network interface diickseto set/release checkbox.

For instance, Server can havebRu IP address and is connected to the Internet via 100 Mbit network and
local NIC with local IP address (1Gbit). If it is not necessary to provide public access to this server it may be
useful to restrict traffic flow through Public IP.

Configuring Time Synchronization within Multi - Server
Environment

EZ Prgrovidesbuilt-in time synchronization mechanism. However this mechanism synchronizes the time
with the Internet andit no Internet connectioravailable jt maybe necessary to configure tinsettings
manually. Evein this caseEZProtries to synchronize timacross serverdManualsettingsare neededif it

is necessaryo specifyMaster Time Server the one all other Serverill synchronizeo.

To do so opeMain Menug> System Administratio(CTRL+ALT}And go toTime Synchronizaticab.

Initially EZ Prdries to discover all available IP addressesasVers (includingublic ones)Howeverit is
not possiblen some networlenvironments.

To go to routing setup opeMain Menu¢> System Administratio(CTRL+ALT}And go taRouting
Managementab.

The table shows all Servers that are currently online, current time and offset from Internet time or master
server time.

To specifiMaster Tine Servettick it in the table and clicOK
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Cameras, Encoders and /O Modules Management

Configuring  Multi -Server Environment  (Admin Only)

The following types dDevicesare supported ireZ ProCameras

e Encoders/DVRs
® |/O Modules

The followingDevice Settingsre crucial for the pplication to function properly:

¢ Recording schedulésee 'Setting up Recording Schedi)le

¢ Authentication (the default password has been changed for devices). Gegrfiguring Device
Authenticatior.

© IMPORTANTMost device parameterganonly be configured bydvanced Viewer(permissionlevel is
required). A basiwiewer canaccess configuration, but cannot make any chan§egthe "User andRoles
Management section formore.

The section describes the following functions related to devices:

e ViewingFull Devicé.ist

¢ Adding Devices (Cameras, Encoders and I/O Modules)

e SettingUpDevices

e Setting Same Parameters for Multiple Devices

e Swapping DevicdsetweenServerdAdminOnly)

e DeletingDevicef AdminOnly)
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Cameras, Encoders and I/O Modules Management

Viewing Full Device List

All Devicegegistered inEZ Prare displayed ifResource Tredt may be problematic to find a particular
device when too manidevicesappear inTree It is possible to usBearcto locateCamera®n Scene

To use a more organized list, opBystem Administratiodialog and seledDevicelist Cameras List).(or
pressCTRL + M

The information is broken down by the following columns:

Fifter: 01-

Notrecordng | 59 8801 channel 6 8801 02002 192.168.0.39  um_uuid_d9b0a41f-d26b-fcc8-0342-f10b48886a2c_channel=6 = ffgnz’e{se 0.172)

Recqrding Name Vendor Model Firmware IP/Name ID/MAC Server ’ ‘

= Server
Continuous  w 3105 ArecontVision 3105 64127 192.168.0.80  00-1A-07-01-18-D1 = (102.168.0.172)
= = - = Server
- 02 3 -d26b-fcc8-9342- 2 =7 &
Not recording 3 8801-channel 7 8801 02003 192.168.0.39  urn_uuid_d9b0a41f-d26b-fcc8-9342-f19b48886a2c_channel=7 (192.168.0.172)

Not recording ¥ DWC-MPTZ20X Digital Watchdog DWCMPT  1.1.3.0 192.168.0.169 00-1C-A6-01-48-5A = (5195‘2'9558 0.253) |

Not recording 5 8801-channel 8 8801 02002 192.168.0.39  um_uuid_d9b0a41f-d26b-fcc8-0342-f10b48886a2c_channel-8 = (51%\2’9568 0.172)

Continuous W HI9712_519©€@LR01 HI9712_51E0f LRO1 V0.2.0.1.3_H_BETA 192.168.0.142 uuid_LR01-T368130729-008F01ED073F946C71 = (Sleg\z'erss 0.172)
= Server
= (192.168.0.172)
= Server

Not recording # 8801-channel 2 8801 02003 192.168.0.39  urn_uuid_d9b0a41f-d26b-fcc8-9342-f19b48886a2c_channel=2 = (192.168.0.172)

Continuous  ww hs0130LR01 hs0130 LRO1 V0.2.0.1.3 H BETA 192.168.0.73 uuid LR01-HI3518A130722-008DBDCSBEBE36EF41 = SeAr\Ler S

Continuous e IPCLRO1 PC LRO1 V0.2.0.1.3_H_BETA 192.168.0.7 uuid_LR01-T368130729-008F01ED0749946C7B

Recording; recording ofDevice(Not recording ContinuousMotion only, Motion + LeRe3. See
"Setting up Recording Schedtle

& Note: thisis not an indication on hovDeviceis beingrecorded.

e Namec¢ Devicename.

Vendor¢ Device'smanufacturer/maker. When interacting with a 3rd party Devices viaifQmetocol,
OnvifDevicés displayed.

Modelof Device

¢ Firmwarec the current firmware version.

IP/Nameg Device'slP address.

MAC Address Device'sMACaddress. lis not possible atimesto determine theMACaddress. In this
instance, a uniquéentifier isshown(i.e. urn_uuid_207f19b2 - d5a6- 407f - 8fec - 6265a311058b)

Serverg the ServeDeviceis hosted on.
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The following tools are available to man&gevice List

Cameras, Encoders and I/O Modules Management

e Sort databy column.Left Clickon column's heade

* Filter data Type the filter sukstring into theSearch Strinfjeld (on the top). The results will be
refresh as typing. To disable filtering, clear the-sting.

e Select several rowfrom the table. Drag the mouse, u€IRL + Clickr Shift + Clik. UseCTRL + fo
select allDevices

e Open one or several DeviceSelectthe desiredDevices openContext Menuand choosédpen Open
inNew TahOpenin NewWindow.

¢ Rename DevicesSelecDevice openContext Menuand chooséRename

¢ ViewingDevice's event historySelecDevice openContext Menuand chooseCheck Device Issues...
Event Histonform will open and filtering agaihshe selectedDevicewill apply.

¢ Deleteone ormultiple Devices Selectthe desiredDevices open Context Menuand chooseDelete
e Goto Device SettingsSelectthe desiredDevices openContext Menuand chooséeviceSettings...

e Exportdata from one or multipleviceso an external file. Select the desir€evices openContext
Menu and chooseéExport Selected to FileSelect file name and format. The following formats are
supported:

e HTML File
e CSV file (text file with delimiters). This file type can easily be imported into Microsoft Excel.

e Copy one or several rows to clipboard. Select thsitd rows, opeiContext Menuand chooseCopy
Selection to Clipboard he data can be pasted into any text editor or Microsoft Excel.
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Cameras, Encoders and I/O Modules Management

Adding Devices (Cameras, Encoders and 1/0 Mod ules)

This section provides information on how to add varidesicegCamerasgncoders, I/O Modules) to the
EZ Pragesourcelist.

Choose one of the following methods:

e Automatic Device Discovery

e Disabling Automatic DiscovefAdminOnly)

e Adding Devices ManualAdminOnly)
e Adding RTSP &fTTRStreams as Camerésdmin Only)

Automatic Device Discovery

EZ Prgrovides a powerful and eadg-use mechanism for automatic device discovery. It is required that a
device should be accessible Bebadcast.

As soon aServeris started and connected t8erver it automatially performs device discovery in its
network. Once a device is discovered, its parameters will be displayResiource Treautomatically.

If a device does not transmit media data, it is marke®&tne.
If Serveris offline, allDeviceshe server is hosting are switched to the offline statwgsomatically.

OnceDeviceis discoveredEZ Prdries to configure thefollowing settings onCamerathe best possible
image settings for the maivideo stream(bestpossible esolution and FPS) and optimal ones for the
secondary streanf240pto 320p,2 to 7 FPSYodisable this featuresee"PreventingeZ Prdrom Changing
Camera Streamingettings.

If Devicewas celeted (see Deleting Devices (Admin Orlyand connected again, it will be-re
discovered. Disable this feature to avoid auto device discovery.[Hsabling Automatic Discovery

(Admin Only).
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Cameras, Encoders and I/O Modules Management

Disabling Automatic Discovery (Admin Only)

OnceDeviceis discovered, the only way tdelete it isto unplugit from the network(see"Deleting
DevicegAdmin Only)). However if Device ipluggedback again,it will be rediscoveredToavoid thisit
is possible to disable thigature:

1. OpenMain Menu ¢> System AdministratiofCTRL+ALT}£&> Generatab.
2. UncheclkEnable devices and servers auto discoiretiye DeviceManagementsection.
3. Whenfinished,pressOKto apply orCanceto discardsettings.

O IMPORTANTONCe the featurds disabled, new devicesill nolongerbe autodiscovered, aly added
manually.
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Cameras, Encoders and I/O Modules Management

Adding Devices Manually (Admin Only)

If Deviceis not accessibl@ia broadcast(usuallyif it is locatedin adifferent network),it will not be
discovered automatically. In thicaseEZProprovides arability to addDevicemanually. For instancé, can
be usefulif Deviceis locatedin a different network orcanevenbe accessetialnternet only. Itis also
possible to add sever8@levicessimultaneously by scanning a rangd®faddresses.

To add one or mor®evices

1. RightClickon serverin Resource Treand openContextMenu.
2. ChooseAdd Device(s).Thefollowing view willappear:

Camera Address: 127.0.0.1 Login:

Password:

Subnet scan Discovery Port: X Auto

Discovered Cameras:

Close
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Cameras, Encoders and I/O Modules Management

. Choose one of théollowing:

¢ To add a singlBevice enter device'AddresqIP or Host Namethe Devicecan be resolved on)

O IMPORTANEZ PrallowsaddingDevicesby IP AddressHostNameor GenericRTSP/HTTEnk
(advanced)See"Adding RTSP &fTTRStreams as Camerg&dminOnly)'.

e To add severdDevicesat once, selecBubnet Scan

Start IP:

End IP:

* Subnet scan

. Enter thedesiredIP range to start scanning. By default, addregsess of the same subnedre

suggested. As a resulhe entirespecifiednetwork will get scanned foiDevices

6. Specify authentication parameteis Loginand Passwordields (ifneeded).
7. SpecifyDiscovery Poiif needed.Most Devicesarediscovered on porgo, soit is better to leaveon

Auto setting.

. PressScarto initiate search. Thisantake a lengthy period of timgespeciallyif IP Rangés being

scanned).
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9. If Devicesarelocated, theywill be displayedn order.

Cameras, Encoders and I/O Modules Management

Logn: acmmn

Password: admin

Discovery P

Discovered Cameras:
Add Manuf. Name

v ONVIF Bl162 http://192.168.0.202:80/onvE/device senvice

If Deviceis already registered (manusalor automatically), it will be displayed though cannot be
selected for addition:

Start 1P: 192.168.0.1 Login: admin

End IP: 192.168.0.255 Pasword: .

X Subnet scan Discovery Port:
Discovered Cameras:
Manuf. Address
M hitp://192.168.0.3:8032/onvif/device service

@ Al @meras are already in the resource tree.

0K

10. Select desired devicesd clickAddselected

Devicesshould be added t&®Resource Tree
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Cameras, Encoders and I/O Modules Management

Adding RTSP orH  TTP Streams as Cameras (Admin Only)

Some camera models are not fully compatible withvif Profile Stherefore, will not work properly iEZ
Pro. However, if sucl€amerasan provide streams bR TSRr HTTR they can still be viewed and recorded.

& Note: to add, it isimportant to checkf a particular camera model supports this option plus know the
exactRTSP/HTTBRLof the stream. This informatiocanbe foundin camera's guide or by contacting the
manufacturer.

To add the stream use the standard manadtlition procedure (seeAdding Devices Manually (Admin

Onlyy).

First, Make sur&ubnet Scais unchecked, then entdRTSFr HTTP UR(Le.rtsp:/<camera
IP>:554/hi_stream ) instead ofCameralP.

Once addedCamerawill be displayed ilResource Treas follows:

4 2| Server (192.168.0.253)
& 2105DN (192.168.0.81)

GENERIC_RTSP-media-us-2.soundreach.net
#» People (media-us-2.soundreach.net)

It can now be configured as any regulgrCamergsee 'Setting Up Devicés

& Note: only one streantanbe addedper Cameraso DualStreamingbenefitswill not be available
(see"Dual Stream Recording Specifics (RADASS}tlyjf resolutionis greater than720*576,software
motion detectionwill not beavailable.
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o

Cameras, Encoders and I/O Modules Management

Setting Up Devices

It ispossible to configur®evicedor AdministratorsandViewersthat have the appropriate access
Permission Administratorscanconfigure all cameras andiewerscanonly use the ones thareassigned
to them byAdministrators

A user can locatBevice SettingBom Devicés Context Menuhat can be invoked frorResource Treer
FromScene

The following actions can be performed when configubdmyice Parameters

e Setting Up I/0O Modules

®* Renaming Devices
ehoidl AVAY 3 MACTFIMWEE &hd Moddl ~
e Configuring Auith onDevice

e Configuring DeviceAuthentication

e Forcing Aspect Ratio f@@ameras

¢ Seting up CameraOrientation
e Setting up PTZ on PTZ and fHsle Cameras
e SettingUpFishEye Cameras

e Setting up Recording Sched@etting up Motion

Maskand MotionSensitivity

® Configuring Proprietary Device Parameters

¢ Working Around Device Issues (Exp8Httings)

Additionally, therds some specifics while working with Analog Encoders and Camera$seieg'up
Analog Camer&dor details.
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